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DESIGNISSUES:

 Thefunctionofthedatalinklayeristotakeservicesfromthephysicallayerandprovide

servicestothenetworklayer.

 Thetwomainfunctionsofthedatalinklayeraredatalinkcontrolandmediaaccesscontrol.

 Datalinkcontrolfunctionsincludeframing,flow anderrorcontrol,andsoftware

implementedprotocolsthatprovidesmoothandreliabletransmissionofframesbetweennodes.

SERVICESPROVIDEDTONETWORKLAYER:

 TheprimaryresponsibilityofDatalinklayeristoprovideservicestothenetworklayer.The

oneofthemajorserviceprovidedisthetransferringthedatafromnetworklayeronthe

sourcemachinetothenetworklayerondestinationmachine.

 Thedatalinklayerhasanumberofspecificfunctionsitcancarryout.Thesefunctions

include

1.Providingawell-definedserviceinterfacetothenetworklayer.

2.Dealingwithtransmissionerrors.

3.Regulatingtheflowofdatasothatslowreceiversarenotswampedbyfastsenders.

1.ServicesProvidedtotheNetworkLayer:

 Thejobofthedatalinklayeristotransmitthebitstothedestinationmachinesotheycanbe

handedovertothenetworklayerthere,asshowninfigure.Theactualtransmissionfollows

thepathoffigure,butitiseasiertothinkintermsoftwodatalinklayerprocesses

communicatingusingadatalinkprotocol.
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Fig:3.16ServicesProvidedtotheNetworkLayer

 Thethreemajortypesofservicesofferedbydatalinklayerare:

1.Unacknowledgedconnectionlessservice.

2.Acknowledgedconnectionlessservice.

3.Acknowledgedconnectionorientedservice.

1.UnacknowledgedConnectionlessService

 Inthistypeofservicesourcemachinesendsframestodestinationmachinebutthedestination

machinedoesnotsendanyacknowledgementoftheseframesbacktothesource.Henceitis

calledunacknowledgedservice.

 Thereisnoconnectionestablishmentbetweensourceanddestinationmachinebeforedata

transferorreleaseafterdatatransfer.Thereforeitisknownasconnectionlessservice.

 Thereisnoerrorcontroli.e.ifanyframeislostduetonoiseontheline,noattemptismade

torecoverit.

 ThistypeofserviceisusedwhenerrorrateislowandItissuitableforrealtimetraffic

suchasspeech.

2.AcknowledgedConnectionlessService

 Inthisservice,neithertheconnectionisestablishedbeforethedatatransfernorisitreleased

afterthedatatransferbetweensourceanddestination.
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 Whenthesendersendsthedataframestodestination,destinationmachinesendsbackthe

acknowledgementoftheseframes.

 Thistypeofserviceprovidesadditionalreliabilitybecausesourcemachineretransmitthe

framesifitdoesnotreceivetheacknowledgementoftheseframeswithinthespecifiedtime.

 Thisserviceisusefuloverunreliablechannels,suchaswirelesssystems.

3.AcknowledgedConnection-OrientedService

 Thisserviceisthemostsophisticatedserviceprovidedbydatalinklayertonetworklayer.

 Itisconnection-oriented.Itmeansthatconnectionisestablishmentbetweensource&

destinationbeforeanydataistransferred.

 Inthisservice,datatransferhasthreedistinctphases:-Connectionestablishment,Actual

datatransfer,Connectionrelease.

 Here,eachframebeingtransmittedfromsourcetodestinationisgivenaspecificnumberand

isacknowledgedbythedestinationmachine.

 Alltheframesarereceivedbydestinationinthesameorderinwhichtheyaresendbythe

source.

FRAMING:

 TheDLLtranslatesthephysicallayer'srawbitstreamintodiscreteunits(messages)called

frames.

 Framinginthedatalinklayerseparatesamessagefromonesourcetoadestination,orfrom

othermessagestootherdestinations,byaddingasenderaddressandadestinationaddress.

Thedestinationaddressdefineswherethepacketistogo;thesenderaddresshelpsthe

recipientacknowledgethereceipt.

 Whenamessageiscarriedinoneverylargeframe,evenasingle-biterrorwouldrequirethe

retransmissionofthewholemessage.Whenamessageisdividedintosmallerframes,a

single-biterroraffectsonlythatsmallframe.
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Typesofframing:

 Fixed-SizeFraming

 Variable-SizeFraming

1. Fixed-SizeFraming:

 Infixed-sizeframing,thereisnoneedfordefiningtheboundariesoftheframes;

thesizeitselfcanbeusedasadelimiter.

 AnexampleofthistypeofframingistheATMwide-areanetwork,whichuses

framesoffixedsizecalledcells.

2.Variable-SizeFraming:

 Variable-sizeframingisusedinlocal-areanetworks.

 Invariable-sizeframing,weneedawaytodefinetheendoftheframeandthe

beginningofthenext.

 Fourapproacheswereusedforthispurpose:

Charactercount.

Flagbyteswithbytestuffing.

Startingandendingflags,withbitstuffing.

Physicallayercodingviolations.

CharacterCount:

Thefirstframingmethodusesafieldintheheadertospecifythenumberofcharactersintheframe.

Whenthedatalinklayeratthedestinationseesthecharactercount,itknowshowmanycharacters

followandhencewheretheendoftheframeis.ThistechniqueisshowninfollowingFig.3.1(a)for

fourframesofsizes5,5,8,and8characters,respectively.
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Figure3-1.Abytestream.(a)Withouterrors.(b)Withoneerror.

Thetroublewiththisalgorithmisthatthecountcanbegarbledbyatransmissionerror.Forexample,

ifthecharactercountof5inthesecondframeofFig.3.1(b)becomesa7,thedestinationwillget

outofsynchronizationandwillbeunabletolocatethestartofthenextframe.Evenifthechecksum

isincorrectsothedestinationknowsthattheframeisbad,itstillhasnowayoftellingwherethe

nextframestarts.Sendingaframebacktothesourceaskingforaretransmissiondoesnothelp

either,sincethedestinationdoesnotknowhowmanycharacterstoskipovertogettothestartofthe

retransmission.Forthisreason,thecharactercountmethodisrarelyusedanymore.

Flagbyteswithbytestuffing:

 Character-orientedframingwaspopularwhenonlytextwasexchangedbythedatalink

layers.

Fig:3.2aframeinacharacter-orientedprotocol

 Ifwesendothertypesofinformationsuchasgraphs,audio,andvideo,therewillbea

chanceofthisdatatobematchedwiththeflagdata,sowhathappensisthereceiver,
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whenitencountersthispatterninthemiddleofthedata,thinksithasreachedtheendof

theframe.

 Tofixthisproblem,abyte-stuffingstrategywasaddedtocharacter-orientedframing.

Fig.3.3character-orientedprotocol

 Inbytestuffing(orcharacterstuffing),aspecialbyteisaddedtothedatasectionofthe

framewhenthereisacharacterwiththesamepatternastheflag.Thedatasectionis

stuffedwithanextrabyte.Thisbyteisusuallycalledtheescapecharacter(ESC),whichhas

apredefinedbitpattern.

 WheneverthereceiverencounterstheESCcharacter,itremovesitfromthedatasectionand

treatsthenextcharacterasdata,notadelimitingflag.

 Bytestuffingistheprocessofadding1extrabytewheneverthereisaflagorescape

characterinthetext.
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Fig:3.4character-orientedprotocol

Startingandendingflags,withbitstuffing:

 Bitstuffingistheprocessofaddingoneextra0wheneverfiveconsecutive1sfollowa0in

thedata,sothatthereceiverdoesnotmistakethepattern0111110foraflag.

 Inabit-orientedprotocol,thedatasectionofaframeisasequenceofbitstobeinterpreted

bytheupperlayerastext,graphic,audio,video,andsoon.

 Mostprotocolsuseaspecial8-bitpatternflag01111110asthedelimitertodefinethebeginning

andtheendoftheframe.

Fig:3.5Aframeinabitorientedprotocol

 Thisflagcancreatethesametypeofproblemwesawinthebyte-orientedprotocols.Thatis,

iftheflagpatternappearsinthedata,weneedtosomehowinformthereceiverthatthisis

nottheendoftheframe.Wedothisbystuffing1singlebit(insteadofIbyte)topreventthe

patternfromlookinglikeaflag.Thestrategyiscalledbitstuffing.
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Fig:3.6Bit-OrientedProtocols

 Inbitstuffing,ifa0andfiveconsecutiveIbitsareencountered,anextra0isadded.This

extrastuffedbitiseventuallyremovedfromthedatabythereceiver

Physicallayercodingviolations.

Thelastmethodofframingisonlyapplicabletonetworksinwhichtheencodingonthephysical

mediumcontainssomeredundancy.Forexample,someLANsencode1bitofdatabyusing2physical

bits.Normally,a1bitisahigh-lowpairanda0bitisalow-highpair.Theschememeansthatevery

databithasatransitioninthemiddle,makingiteasyforthereceivertolocatethebitboundaries.

Thecombinationshigh-highandlow-lowarenotusedfordatabutareusedfordelimitingframesin

someprotocols.

Asafinalnoteonframing,manydatalinkprotocolsusecombinationofacharactercount

withoneoftheothermethodsforextrasafety.Whenaframearrives,thecountfieldisusedto

locatetheendoftheframe.Onlyiftheappropriatedelimiterispresentatthatpositionandthe

checksumiscorrectistheframeacceptedasvalid.Otherwise,theinputstreamisscannedforthe

nextdelimiter.

ERRORCONTROL:

 Errorcontrolincludesbotherrordetectionanderrorcorrection.

 Itallowsthereceivertoinformthesenderofanyframeslostordamagedintransmissionand

coordinatestheretransmissionofthoseframesbythesender.

 Errorcontrolinthedatalinklayerisbasedonautomaticrepeatrequest(ARQ),whichisthe

retransmissionofdata.

 Anytimeanerrorisdetectedinanexchange,specifiedframesareretransmitted.This

processiscalledautomaticrepeatrequest(ARQ).
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FLOWCONTROL:

 Flowcontrolisasetofproceduresthattellsthesenderhowmuchdataitcantransmitbefore

itmustwaitforanacknowledgmentfromthereceiver.

 Anyreceivingdevicehasalimitedspeedatwhichitcanprocessincomingdataandalimited

amountofmemoryinwhichtostoreincomingdata.

 Thereceivingdevicemustbeabletoinformthesendingdevicebeforethoselimitsarereached

andtorequestthatthetransmittingdevicesendfewerframesorstoptemporarily.

 Sincetherateofprocessingisoftenslowerthantherateoftransmission,receivingdevice

hasablockofmemory,calledabuffer,reservedforstoringincomingdatauntiltheyare

processed.Ifthebufferbeginstofillup,thereceivermustbeabletotellthesendertohalt

transmissionuntilitisonceagainabletoreceive.

ERRORDETECTIONANDCORRECTION:

 Datacanbecorruptedduringtransmission.Someapplicationsrequirethaterrorsbedetected

andcorrected.

 Wheneverbitsflowfromonepointtoanother,theyaresubjecttounpredictablechanges

becauseofinterference.Thisinterferencecanchangetheshapeofthesignal.

TYPESOFERRORS:

Therearetwotypes.Theyare,

 SingleBitError

 BurstError

 SingleBitError:

 Itmeansthatonlyonebitofagivendataunitischangedfrom1to0orfrom0to1.Single-

biterrorsaretheleastlikelytypeoferrorinserialdatatransmission.

Fig:3.7SingleBitError
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 BurstError:

 Abursterrormeansthat2ormorebitsinthedataunithavechanged.

 Thenumberofbitsaffecteddependsonthedatarateanddurationofnoise.

 Thelengthoftheburstismeasuredfromthefirstcorruptedbittothelastcorruptedbit.

Somebitsinbetweenmaynothavebeencorrupted.

Fig:3.8Bursterror

ERRORDETECTION

Forreliablecommunicationerrorsmustbedetectedandcorrected.Forerrordetectionwe

areusingmanymechanisms.

REDUNDANCY

 Redundancyisaformoferrordetectionmechanismissendingeverydataunittwice.

 Thereceivingdevice,thetwounitsarecomparedandiftheyaresame,itisassumedthatno

transmissionerrorshaveoccurred.Ifanydiscrepancywouldindicateanerror,andan

appropriatecorrectionmechanismcouldbeused.

 Redundancyisacharacterredundancyandmessageredundancy.

 Whenthedataunitisasinglecharacter,itiscalledCharacterredundancy.

 Whenthedataunitisaentiremessage,itiscalledmessageredundancy.

Butinsteadofrepeatingtheentiredatastream,ashortergroupofbitsmaybeappendedtothe

endofeachunit.Thistechniqueiscalledredundancybecauseextrabitsareredundanttothe

information.Theyarediscardedassoonastheaccuracyofthetransmissionhasbeendetermined.

Types:Fourtypesofredundancychecksareusedindatacommunications.Theyare

 verticalredundancycheck(VRC)

 longitudinalredundancycheck(LRC)

 cyclicredundancycheck(CRC)
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 checksum

DetectionversusCorrection:

 Thecorrectionoferrorsismoredifficultthanthedetection.

 Inerrordetection,usersarelookingonlytoseeifanyerrorhasoccurred.Asingle-biterror

isthesameasabursterror.

 Inerrorcorrection,userneedtoknowtheexactnumberofbitsthatarecorruptedandtheir

locationinthemessage.

 Thenumberoftheerrorsandthesizeofthemessageareimportantfactors.

ForwardErrorCorrectionversusRetransmission:

 Therearetwomainmethodsoferrorcorrection.

 Forwarderrorcorrectionistheprocessinwhichthereceivertriestoguessthemessageby

usingredundantbits.Thisispossible,ifthenumberoferrorsissmall.

 Correctionbyretransmissionisatechniqueinwhichthereceiverdetectstheoccurrenceofan

errorandasksthesendertoresendthemessage.Resendingisrepeateduntilamessagearrives

thatthereceiverbelievesiserror-free.

Coding:

 Redundancyisachievedthroughvariouscodingschemes.

 Codingschemesaredividedintotwobroadcategories:

1.Blockcoding

2.Convolutioncoding

Structureofencoderanddecoder:

Fig:3.9Structureofencoderanddecoder

ModularArithmetic:

 Inmodulo-Narithmetic,weuseonlytheintegersintherange0toN-1,inclusive.
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 Modulo-2Arithmetic,

Adding 0+0=0 0+1=1 1+0=1 1+1=0

Subtracting: 0-0=0 0-1=1 1-0=1 1-1=0

 InthisarithmeticweusetheXOR(exclusiveOR)operationforbothadditionandsubtraction.

TheresultofanXORoperationis0iftwobitsarethesame;theresultisIiftwobitsare

different.

BLOCKCODING:

 Inblockcoding,messageisdividedintoblocks,eachofsizekbits,calledasdatawords.

 Redundantbits(r)isaddtoeachblocktomakethelengthn=k+r.Theresultingn-bit

blocksarecalledcodewords.

 Withkbits,wecancreateacombinationof2kdatawords;withnbits,wecancreatea

combinationof2ncodewords.

 Sincen>k,thenumberofpossiblecodewordsislargerthanthenumberofpossibledatawords.

 Theblockcodingprocessisone-to-one;thesamedatawordisalwaysencodedasthesame

codeword.

Fig:3.10Datawordsandcodewordsinblockcoding

ErrorDetection:

Followingstepsareusedfordetectingerrorsintheblockcoding.

1.Thereceiverhasalistofvalidcodewords.

2.Theoriginalcodewordhaschangedtoaninvalidone.
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Fig:3.11Processoferrordetectioninblockcoding

 Thesendercreatescodewordsoutofdatawordsbyusingageneratorthatappliestherulesand

proceduresofencoding.Eachcodewordsenttothereceivermaychangeduringtransmission.

 Ifthereceivedcodewordisthesameasoneofthevalidcodewords,thewordisaccepted;the

correspondingdatawordisextractedforuse.Ifthereceivedcodewordisnotvalid,itis

discarded.

 Ifthecodewordiscorruptedduringtransmissionbutthereceivedwordstillmatchesavalid

codeword,theerrorremainsundetected.

 Thistypeofcodingcandetectonlysingleerrors.Twoormoreerrorsmayremainundetected.

Example:Letusassumethatk=2andn=3.Tableshowsthelistofdatawordsandcodewords.

Assumethesenderencodesthedataword01as011andsendsittothereceiver.Considerthe

followingcases:

1. Thereceiverreceives011.Itisavalidcodeword.Thereceiverextractsthedataword01from

it.

2.Thecodewordiscorruptedduringtransmission,and111isreceived(theleftmostbitis

corrupted).Thisisnotavalidcodewordandisdiscarded.
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3.Thecodewordiscorruptedduringtransmission,and000isreceived(therighttwobitsare

corrupted).Thisisavalidcodeword.

4.Thereceiverincorrectlyextractsthedataword00.

Twocorruptedbitshavemadetheerrorundetectable.

ErrorCorrection:

 Errorcorrectionismuchmoredifficultthanerrordetection.

 Inerrordetection,thereceiverneedstoknowonlythatthereceivedcodewordisinvalid;

 Inerrorcorrectionthereceiverneedstofindtheoriginalcodewordsent.Morenumberof

redundantbitsarerequiredforerrorcorrectionthanforerrordetection.

Fig:3.12ErrorCorrection

Example:Assumethedatawordis01.Thesenderconsultsthetable(orusesanalgorithm)tocreate

thecodeword01011.Thecodewordiscorruptedduringtransmission,and01001isreceived(errorinthe

secondbitfromtheright).First,thereceiverfindsthatthereceivedcodewordisnotinthetable.

Thismeansanerrorhasoccurred.(Detectionmustcomebeforecorrection.)Thereceiver,assuming

thatthereisonly1bitcorrupted,usesthefollowingstrategytoguessthecorrectdataword.
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1. Comparingthereceivedcodewordwiththefirstcodewordinthetable(01001versus00000),

thereceiverdecidesthatthefirstcodewordisnottheonethatwassentbecausethereare

twodifferentbits.

2.Bythesamereasoning,theoriginalcodewordcannotbethethirdorfourthoneinthetable.

3.Theoriginalcodewordmustbethesecondoneinthetablebecausethisistheonlyonethat

differsfromthereceivedcodewordby1bit.Thereceiverreplaces01001with01011and

consultsthetabletofindthedataword01.

SimpleParity-CheckCode:

 Themostfamiliarerror-detectingcodeisthesimpleparity-checkcode.Inthiscode,ak-bit

datawordischangedtoann-bitcodewordwheren=k+1.Theextrabit,calledtheparitybit,

isselectedtomakethetotalnumberof1sinthecodewordeven.

AlthoughsomeimplementationsspecifyanoddnumberofIs,wediscusstheevencase.

 Mostcommon,leastcomplex

 Singlebitisaddedtoablock

 Twoschemes:

1. Evenparity–Maintainevennumberof1s

 E.g.,101110111

2.Oddparity–Maintainoddnumberof1s

 E.g.,101110110

Supposethesenderwantstosendthewordworld.InASCIIthefivecharactersarecoded(with

evenparity)as11101111101111111001011011001100100

Thefollowingshowstheactualbitssent

1110111011011110111001001101100011001001

Receiverreceivesthissequenceofwords:

1111111011011110111011001101100011001001

Whichblocksareaccepted? Whicharerejected?1and3arerejected.
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2DParityCheck

2DParityCheck:Performance

Fig:3.13paritycheckcodes

CHECKSUM

Idea

Theconceptofthechecksumisnotdifficult.

 Supposeourdataisalistoffive4-bitnumbersthatwewanttosendtoadestination.In

additiontosendingthesenumbers,wesendthesumofthenumbers.Forexample,iftheset

ofnumbersis(7,11,12,0,6),wesend(7,11,12,0,6,36),where36isthesumofthe

originalnumbers.
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 Thereceiveraddsthefivenumbersandcomparestheresultwiththesum.Ifthetwoarethe

same,thereceiverassumesnoerror,acceptsthefivenumbers,anddiscardsthesum.

Otherwise,thereisanerrorsomewhereandthedataarenotaccepted.

 One’scomplementarithmetic:Inone'scomplementarithmetic,anegativenumbercanbe

representedbyinvertingallbits(changinga0toa1anda1toa0).

Theerrordetectionmethodusedbythehigherlayerprotocolsiscalledchecksum.

Itconsistsoftwoparts.Theyare,

1. checksumgenerator

2.checksumchecker

ChecksumGenerator:

Inthesender,thechecksumgeneratorsubdividesthedataunitintoequalsegments

ofnbits.Thesesegmentsareaddedwitheachotherbyusingone’scomplementarithmetic

insuchawaythatthetotalisalsonbitslong.Thattotalisthencomplementedand

appendedtotheendofthedataunit.

ChecksumChecker:

Thereceiversubdividesthedataunitasaboveandaddsallsegmentstogetherand

complementstheresult.Iftheextendeddataunitisintact,thetotalvaluefoundby

addingthedatasegmentsandthechecksumfieldshouldbezero.Otherwisethepacket

containsanerrorandthereceiverrejectsit.

EXAMPLE

Atthesender

Dataunit:1010100100111001

10101001

00111001

Sum 11100010

Checksum00011101

Atthereceiver

Receiveddata:101010010011100100011101

10101001

00111001

00011101
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Sum 11111111

Complement 00000000

Itmeansthatthepatterisok.

InternetChecksum

Traditionally,theInternethasbeenusinga16-bitchecksum.Thesendercalculatesthechecksum

byfollowingthesesteps.

Sendersite:

1.Themessageisdividedinto16-bitwords.

2.Thevalueofthechecksumwordissetto0.

3.Allwordsincludingthechecksumareaddedusingone'scomplementaddition.

4.Thesumiscomplementedandbecomesthechecksum.

5.Thechecksumissentwiththedata.

Thereceiverusesthefollowingstepsforerrordetection.

Receiversite:

1.Themessage(includingchecksum)isdividedinto16-bitwords.

2.Allwordsareaddedusingone'scomplementaddition.

3.Thesumiscomplementedandbecomesthenewchecksum.

4.Ifthevalueofchecksumis0,themessageisaccepted;otherwise,itisrejected.

CYCLICREDUNDANCYCHECK(CRC):

 CRCisbasedonbinarydivision.Inthisasequenceofredundantbits,calledCRC

remainderisappendedtotheendofadataunitsothattheresultingdataunitbecomes

exactlydivisiblebyasecondpredeterminedbinarynumber.

 Atitsdestination,theincomingdataunitisdividedbythesamenumber.Ifatthisstep

thereisnoreminder,thedataunitisassumedtobeintactandthereforeaccepted.A

remainderindicatesthatthedataunithasbeenchangedintransitandthereforemustbe

rejected.

 Here,theremainderistheCRC.Itmusthaveexactlyonelessbitthanthedivisor,and

appendingittotheendofthedatastringmustmaketheresultingbitsequenceexactly

divisiblebythedivisor.
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Fig:3.14CYCLICREDUNDANCYCHECK(CRC)

 First,astringofn-10sisappendedtothedataunit.Thenumberof0sisonelessthanthe

numberofbitsinthedivisorwhichisnbits.Thenthenewlyelongateddataunitisdividedby

thedivisorusingaprocesscalledbinarydivision.TheremainderisCRC.TheCRCisreplaces

theappended0sattheendofthedataunit

 Thedataunitarrivesatthereceiverfirst,followedbytheCRC.Thereceivertreatswhole

stringasthedataunitanddividesitbythesamedivisorthatwasusedtofindtheCRC

remainder.Iftheremainderis0thenthedataunitiserrorfree.Otherwiseithavingsome

erroranditmustbediscarded.

 CRCGenerator

Fig:3.15CRCGenerator
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 CheckingCRC

Fig:3.16CheckingCRC

Polynomialcodes

 Apatternof0sand1scanberepresentedasapolynomialwithcoefficientof0and1.

 Here,thepowerofeachtermshowsthepositionofthebitandthecoefficientshowsthe

valuesofthebit.

 Forexample,ifbinarypatternis100101,itscorrespondingpolynomialrepresentationisx5+

x2+1.Figureshowsthepolynomialwhereallthetermswithzerocoefficientareremoved

andxJisreplacedbyxandXOby1.

Fig:3.17Polynomialrepresentation

 Thebenefitsofusingpolynomialcodesisthatitproducesshortcodes.Forexampleherea6-

bitpatternisreplacedby3terms.
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 Inpolynomialcodes,thedegreeis1lessthanthenumberofbitsinthebinarypattern.The

degreeofpolynomialisthehighestpowerinpolynomial.Forexampleasshowninfigdegree

ofpolynomialx5+x2+1are5.Thebitpatterninthiscaseis6.

 Thepolynomialgeneratorshouldhavefollowingproperties:

1.Itshouldhaveatleasttwoterms.

2.Thecoefficientofthetermx0shouldbe1.

3.Itshouldnotbedivisiblebyx.

4.Itshouldbedivisiblebyx+1.

 ThereareseveraldifferentstandardpolynomialsusedbypopularprotocolsforCRC

generation.Theseare:

Error-CorrectingCodes:

Wewillexaminefourdifferenterror-correctingcodes:

1.Hammingcodes.

2.Binaryconvolutionalcodes.

3.Reed-Solomoncodes.

4.Low-DensityParityCheckcodes.

Allofthesecodesaddredundancytotheinformationthatissent.Aframeconsistsofmdata(i.e.,

message)bitsandrredundant(i.e.check)bits.Inablockcode,thercheckbitsarecomputedsolely

asafunctionofthemdatabitswithwhichtheyareassociated,asthoughthembitswerelookedup

inalargetabletofindtheircorrespondingrcheckbits.
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Inasystematiccode,themdatabitsaresentdirectly,alongwiththecheckbits,ratherthan

beingencodedthemselvesbeforetheyaresent.Inalinearcode,thercheckbitsarecomputedasa

linearfunctionofthemdatabits.

Letthetotallengthofablockben(i.e.,n=m+r).Wewilldescribethisasan(n,m)code.

Ann-bitunitcontainingdataandcheckbitsisreferredtoasannbitcodeword.Thecoderate,or

simplyrate,isthefractionofthecodewordthatcarriesinformationthatisnotredundant,orm/n.

ThenumberofbitpositionsinwhichtwocodewordsdifferiscalledtheHammingdistance(Hamming,

1950).ItssignificanceisthatiftwocodewordsareaHammingdistancedapart,itwillrequired

single-biterrorstoconvertoneintotheother.

Hammingcodes:

Hammingcodeisasetoferror-correctioncodesthatcanbeusedtodetectandcorrecttheerrorsthat

canoccurwhenthedataismovedorstoredfromthesendertothereceiver.It istechnique

developedbyR.W.Hammingforerrorcorrection.

Redundantbits–

Redundantbitsareextrabinarybitsthataregeneratedandaddedtotheinformation-carryingbitsof

data transfer to ensure thatno bits were lost during the data transfer. The

numberofredundantbitscanbecalculatedusingthefollowingformula:

2̂r≥m+r+1

where,r=redundantbit,m=databit

Supposethenumberofdatabitsis7,thenthenumberofredundantbitscanbecalculatedusing:

=2̂4≥7+4+1

Thus,thenumberofredundantbits=4

Paritybits–

Aparitybitisabitappendedtoadataofbinarybitstoensurethatthetotalnumberof1’sinthe

dataareevenorodd.Paritybitsareusedforerrordetection.Therearetwotypesofparitybits:
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1. Evenparitybit:

Inthecaseofevenparity,foragivensetofbits,thenumberof1’sarecounted.Ifthat

countisodd,theparitybitvalueissetto1,makingthetotalcountofoccurrencesof1’san

evennumber.Ifthetotalnumberof1’sinagivensetofbitsisalreadyeven,theparitybit’s

valueis0.

2.OddParitybit–

Inthecaseofoddparity,foragivensetofbits,thenumberof1’sarecounted.Ifthatcount

iseven,theparitybitvalueissetto1,makingthetotalcountofoccurrencesof1’sanodd

number.Ifthetotalnumberof1’sinagivensetofbitsisalreadyodd,theparitybit’svalue

is0.

GeneralAlgorithmofHammingcode–

TheHammingCodeissimplytheuseofextraparitybitstoallowtheidentificationofanerror.

1. Writethebitpositionsstartingfrom1inbinaryform(1,10,11,100,etc).

2.Allthebitpositionsthatareapowerof2aremarkedasparitybits(1,2,4,8,etc).

3.Alltheotherbitpositionsaremarkedasdatabits.

4.Eachdatabitisincludedinauniquesetofparitybits,asdetermineditsbitpositionin

binaryform.

a.Paritybit1coversallthebitspositionswhosebinaryrepresentationincludesa1inthe

leastsignificant

position(1,3,5,7,9,11,etc).

b.Paritybit2coversallthebitspositionswhosebinaryrepresentationincludesa1inthe

secondpositionfrom

theleastsignificantbit(2,3,6,7,10,11,etc).

c.Paritybit4coversallthebitspositionswhosebinaryrepresentationincludesa1inthe

thirdpositionfrom
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theleastsignificantbit(4–7,12–15,20–23,etc).

d.Paritybit8coversallthebitspositionswhosebinaryrepresentationincludesa1inthe

fourthpositionfrom

theleastsignificantbitbits(8–15,24–31,40–47,etc).

e.IngeneraleachparitybitcoversallbitswherethebitwiseANDoftheparityposition

andthebitpositionis

non-zero.

5.Sincewecheckforevenparitysetaparitybitto1ifthetotalnumberofonesinthe

positionsitchecksis

odd.

6.Setaparitybitto0ifthetotalnumberofonesinthepositionsitchecksiseven.

Determiningthepositionofredundantbits–

Theseredundancybitsareplacedatthepositionswhichcorrespondtothepowerof2.Asin

theaboveexample:

1. Thenumberofdatabits=7

2.Thenumberofredundantbits=4

3.Thetotalnumberofbits=11

4.Theredundantbitsareplacedatpositionscorrespondingtopowerof2-1,2,4,and8

Supposethedatatobetransmittedis1011001,thebitswillbeplacedasfollows:
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DeterminingtheParitybits–

1. R1bitiscalculatedusingparitycheckatallthebitspositionswhosebinary

representationincludesa1intheleastsignificantposition.

R1:bits1,3,5,7,9,11

TofindtheredundantbitR1,wecheckforevenparity.Sincethetotalnumberof1’sinallthebitpositions

correspondingtoR1isanevennumberthevalueofR1(paritybit’svalue)=0

2.R2bitiscalculatedusingparitycheckatallthebitspositionswhosebinary

representationincludesa1inthesecondpositionfromtheleastsignificantbit.

R2:bits2,3,6,7,10,11
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TofindtheredundantbitR2,wecheckforevenparity.Sincethetotalnumberof1’sinallthebit

positionscorrespondingtoR2isanoddnumberthevalueofR2(paritybit’svalue)=1

3.R4bitiscalculatedusingparitycheckatallthebitspositionswhosebinary

representationincludesa1inthethirdpositionfromtheleastsignificantbit.

R4:bits4,5,6,7

TofindtheredundantbitR4,wecheckforevenparity.Sincethetotalnumberof1’sinallthebit

positionscorrespondingtoR4isanoddnumberthevalueofR4(paritybit’svalue)=1

4.R8bitiscalculatedusingparitycheckatallthebitspositionswhosebinary

representationincludesa1inthefourthpositionfromtheleastsignificantbit.

R8:bit8,9,10,11
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TofindtheredundantbitR8,wecheckforevenparity.Sincethetotalnumberof1’sinallthebit

positionscorrespondingtoR8isanevennumberthevalueofR8(paritybit’svalue)=0.

Thus,thedatatransferredis:

Errordetectionandcorrection–

Supposeintheaboveexamplethe6thbitischangedfrom0to1duringdatatransmission,thenit

givesnewparityvaluesinthebinarynumber:
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‘

Thebitsgivethebinarynumberas0110whosedecimalrepresentationis6.Thus,thebit6

containsanerror.Tocorrecttheerrorthe6thbitischangedfrom1to0.

Binaryconvolutionalcode:

Thesecondcodewewilllookatisaconvolutionalcode.Thiscodeistheonlyonewewillcoverthatis

notablockcode.Inaconvolutionalcode,anencoderprocessesasequenceofinputbitsandgeneratesa

sequenceofoutputbits.Thereisnonaturalmessagesizeorencodingboundaryasinablockcode.The

outputdependsonthecurrentandpreviousinputbits.Thatis,theencoderhasmemory.Thenumber

ofpreviousbitsonwhichtheoutputdependsiscalledtheconstraintlengthofthecode.Convolutional

codesarespecifiedintermsoftheirrateandconstraintlength.

Asimplerate½convolutionalcodeencoderisshownbelow.
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Therectangularboxrepresentsoneelementofaserialshiftregister.Thecontentsoftheshiftregisters

isshiftedfromlefttoright.ThecirclewithaplussigninsideitrepresentsXORoperation.Noticehow

thecodedigitswhichareoutputbytheencoderaremultiplexedintoaserialstreamofbinarydigits.For

everybinarydigitthatenterstheencoder,twocodedigitsareoutput.Hencecoderate=1/2.

Ingeneral,thecoderateRcode=k/n

TheconstraintlengthKofaconvolutionalcodeisdefinedasthenumberofshiftsoverwhicha
singlemessagebitcaninfluencetheencoderoutput.

HOWTODETERMINETHEOUTPUTCODEWORD?

Thereareessentiallytwowaysinwhichtheoutputcodewordmaybedetermined.Wewilltakeaclose

lookatbothmethodsinthislecture.

StateDiagramApproach

Thestateofarate1/2encoderisdefinedbythemost(K-1)messagebitsmovedintotheencoderas

illustratedinthediagrambelow.
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 Thecorrespondingstatediagramfortherate1/2,K=3convolutionalcodeisshownbelow.
Noticethattherearefourstates[00],[01],[10],[11],correspondingtothe(K-1)=2binary
digittuple.

 Wemayassumetheencoderstartsintheall-zerostate[00]

STATETABLE

Theeasiestwaytodeterminethestatediagramistofirstdeterminethestatetableasshownbelow.

INPUTDIGIT
INTIAL

STATE
FINALSTATE

OUTPUT

CODEWORD

0 00 00 00

1 00 10 11

0 01 00 11

1 01 10 00

0 10 01 10

1 10 11 01

0 11 01 01

1 11 11 10

 Noticehowallthecombinationsoftheinitialstateandinputdigitareusedtofirst
determinethefinalstate,andthentheoutputcodeword.

 Nowweusethisstatetabletodrawthestatediagramasshownbelow.
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STATEDIAGRAM

KEY

1/01Thismeansforexample,thattheinputbinarydigittotheencoderwas1andthe
correspondingcodewordoutputis01.

Thisrepresentsthestateoftheencoder.Inthisexample,thestateis01

Reed-Solomoncode:

Reed-Solomoncodesareblock-basederrorcorrectingcodeswithawiderangeofapplicationsin

digitalcommunicationsandstorage.Reed-Solomoncodesareusedtocorrecterrorsinmanysystems

including:

 Storagedevices(includingtape,CompactDisk,DVD,barcodes,etc)

 Wirelessormobilecommunications(includingcellulartelephones,microwavelinks,etc)
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 Satellitecommunications

 Digitaltelevision/DVB

 High-speedmodemssuchasADSL,xDSL,etc.

Atypicalsystemisshownhere:

TheReed-Solomonencodertakesablockofdigitaldataandaddsextra"redundant"bits.Errorsoccur

duringtransmissionorstorageforanumberofreasons(forexamplenoiseorinterference,scratches

onaCD,etc).TheReed-Solomondecoderprocesseseachblockandattemptstocorrecterrorsand

recovertheoriginaldata.Thenumberandtypeoferrorsthatcanbecorrecteddependsonthe

characteristicsoftheReed-Solomoncode.

2.PropertiesofReed-Solomoncodes

ReedSolomoncodesareasubsetofBCHcodesandarelinearblockcodes.AReed-Solomoncodeis

specifiedasRS(n,k)withs-bitsymbols.

Thismeansthattheencodertakeskdatasymbolsofsbitseachandaddsparitysymbolstomakeann

symbolcodeword.Therearen-kparitysymbolsofsbitseach.AReed-Solomondecodercancorrect

uptotsymbolsthatcontainerrorsinacodeword,where2t=n-k.

ThefollowingdiagramshowsatypicalReed-Solomoncodeword(thisisknownasaSystematiccode

becausethedataisleftunchangedandtheparitysymbolsareappended):
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Example:ApopularReed-SolomoncodeisRS(255,223)with8-bitsymbols.Eachcodewordcontains

255codewordbytes,ofwhich223bytesaredataand32bytesareparity.Forthiscode:

n=255,k=223,s=8

2t=32,t=16

Thedecodercancorrectany16symbolerrorsinthecodeword:i.e.errorsinupto16bytesanywhere

inthecodewordcanbeautomaticallycorrected.

Givenasymbolsizes,themaximumcodewordlength(n)foraReed-Solomoncodeisn=2s–1

Forexample,themaximumlengthofacodewith8-bitsymbols(s=8)is255bytes.

Reed-Solomoncodesmaybeshortenedby(conceptually)makinganumberofdatasymbolszeroatthe

encoder,nottransmittingthem,andthenre-insertingthematthedecoder.

Example:The(255,223)codedescribedabovecanbeshortenedto(200,168).Theencodertakesa

blockof168databytes,(conceptually)adds55zerobytes,createsa(255,223)codewordand

transmitsonlythe168databytesand32paritybytes.

Theamountofprocessing"power"requiredtoencodeanddecodeReed-Solomoncodesisrelatedtothe

numberofparitysymbolspercodeword.Alargevalueoftmeansthatalargenumberoferrorscan

becorrectedbutrequiresmorecomputationalpowerthanasmallvalueoft.

SymbolErrors

Onesymbolerroroccurswhen1bitinasymboliswrongorwhenallthebitsinasymbolarewrong.

Example:RS(255,223)cancorrect16symbolerrors.Intheworstcase,16biterrorsmayoccur,

eachinaseparatesymbol(byte)sothatthedecodercorrects16biterrors.Inthebestcase,16

completebyteerrorsoccursothatthedecodercorrects16x8biterrors.

Reed-Solomoncodesareparticularlywellsuitedtocorrectingbursterrors(whereaseriesofbitsin

thecodewordarereceivedinerror).
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Decoding

Reed-Solomonalgebraicdecodingprocedurescancorrecterrorsanderasures.Anerasureoccurswhen

thepositionofanerredsymbolisknown.Adecodercancorrectuptoterrorsorup to2t

erasures.Erasureinformationcanoftenbesuppliedbythedemodulatorinadigitalcommunication

system,i.e.thedemodulator"flags"receivedsymbolsthatarelikelytocontainerrors.

Whenacodewordisdecoded,therearethreepossibleoutcomes:

1.If2s+r<2t(serrors,rerasures)thentheoriginaltransmittedcodewordwillalwaysbe

recovered,

OTHERWISE

2.Thedecoderwilldetectthatitcannotrecovertheoriginalcodewordandindicatethisfact.

OR

3.Thedecoderwillmis-decodeandrecoveranincorrectcodewordwithoutanyindication.

TheprobabilityofeachofthethreepossibilitiesdependsontheparticularReed-Solomoncodeandon

thenumberanddistributionoferrors.

CodingGain

TheadvantageofusingReed-Solomoncodesisthattheprobabilityofanerrorremaininginthe

decodeddatais(usually)muchlowerthantheprobabilityofanerrorifReed-Solomonisnotused.

Thisisoftendescribedascodinggain.

Example:AdigitalcommunicationsystemisdesignedtooperateataBitErrorRatio(BER)of10-9,

i.e.nomorethan1in109bitsarereceivedinerror.Thiscanbeachievedbyboostingthepowerofthe

transmitterorbyaddingReed-Solomon(oranothertypeofForwardErrorCorrection).Reed-Solomon

allowsthesystemtoachievethistargetBERwithalowertransmitteroutputpower.Thepower

"saving"givenbyReed-Solomon(indecibels)isthecodinggain.
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Low-DensityParityCheck

Thefinalerror-correctingcodewewillcoveristheLDPC(Low-DensityParityCheck)code.LDPC

codesarelinearblockcodesthatwereinventedbyRobertGallagherinhisdoctoralthesis(Gallagher,

1962).Likemosttheses,theywerepromptlyforgotten,onlytobereinventedin1995whenadvances

incomputingpowerhadmadethempractical.InanLDPCcode,eachoutputbitisformedfromonlya

fractionoftheinputbits.Thisleadstoamatrixrepresentationofthecodethathasalowdensityof

1s,hencethenameforthecode.Thereceivedcodewordsaredecodedwithanapproximationalgorithm

thatiterativelyimprovesonabestfitofthereceiveddatatoalegalcodeword.Thiscorrectserrors.

ELEMENTARYDATALINKLAYERPROTOCOLS

Whendata-frameistransmitted,thereisaprobabilitythatdata-framemaybelostinthe

transitoritisreceivedcorrupted.Inbothcases,thereceiverdoesnotreceivethecorrectdata-

frameandsenderdoesnotknowanythingaboutanyloss.Insuchcase,bothsenderandreceiverare

equippedwithsomeprotocolswhichhelpsthemtodetecttransiterrorssuchaslossofdata-frame.

Hence,eitherthesenderretransmitsthedata-frameorthereceivermayrequesttoresendthe

previousdata-frame.

Fig:3.18ElementaryDataLinkLayerProtocols

 PositiveACK-Whenthereceiverreceivesacorrectframe,itshouldacknowledgeit.

 NegativeACK-Whenthereceiverreceivesadamagedframeoraduplicateframe,itsendsa

NACKbacktothesenderandthesendermustretransmitthecorrectframe.
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 Retransmission: Thesendermaintainsaclock and setsatimeoutperiod. If an

acknowledgementofadata-framepreviouslytransmitteddoesnotarrivebeforethetimeout

thesenderretransmitstheframe,thinkingthattheframeoritsacknowledgementislostin

transit.

 Piggybacking:Intwowaycommunication,wheneveradataframeisreceived,thereceiver

waitsanddoesnotsendthecontrolframe(acknowledgement)backtothesenderimmediately.

Thereceiverwaitsuntilitsnetworklayerpassesinthenextdatapacket.Thedelayed

acknowledgementisthenattachedtothisoutgoingdataframe.Histechniqueoftemporarily

delayingtheacknowledgementsothatitcanbehookedwithnextoutgoingdataframeis

knownaspiggybacking.

NOISELESSCHANNELS

SimplestProtocol:

 SimplestProtocolisonethathasnofloworerrorcontrolanditisaunidirectionalprotocolin

whichdataframesaretravelinginonlyonedirection-fromthesendertoreceiver.

 Weassumethatthereceivercanimmediatelyhandleanyframeitreceiveswithaprocessing

timethatissmallenoughtobenegligible.Thedatalinklayerofthereceiverimmediately

removestheheaderfromtheframeandhandsthedatapackettoitsnetworklayer,which

canalsoacceptthepacketimmediately.

 Nosequencenumbersoracknowledgementsareusedhere.

Fig:3.19ExampleofCommunicationSimplestProtocol
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 Thefollowingfigureshowsanexampleofcommunicationusingthisprotocol.Itisverysimple.

Thesendersendsasequenceofframeswithouteventhinkingaboutthereceiver.Tosend

threeframes,threeeventsoccuratthesendersiteandthreeeventsatthereceiversite.

 Dataaretransmittedinonedirectiononly

 Thetransmitting(Tx)andreceiving(Rx)hostsarealwaysready

 Processingtimecanbeignored

 Infinitebufferspaceisavailable

 Noerrorsoccur;i.e.nodamagedframesandnolostframes(perfectchannel)

Fig:3.19NoDamagedFramesAndNoLostFrames(PerfectChannel)

"Simplest":PseudoCode

 Sender

-VIEW 37



 Receiver

Stop-and-WaitProtocol

 Ifdataframesarriveatthereceiversitefasterthantheycanbeprocessed,theframesmust

bestoreduntiltheiruse.Normally,thereceiverdoesnothaveenoughstoragespace,

especiallyifitisreceivingdatafrommanysources.Thismayresultineitherthediscarding

offramesordenialofservice.Topreventthereceiverfrombecomingoverwhelmedwith

frames,wesomehowneedtotellthesendertoslowdown.Theremustbefeedbackfromthe

receivertothesender.

 TheprotocolnowiscalledtheStop-and-WaitProtocolbecausethesendersendsoneframe,

stopsuntilitreceivesconfirmationfromthereceiver(okaytogoahead),andthensendsthe

nextframe.

 Itisaunidirectionalcommunicationfordataframes,butauxiliaryACKframes(simple

tokensofacknowledgment)travelfromtheotherdirection.

 Receiverhaslimitedbuffer,Requiresflowcontrol.
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Fig:3.20Stop-and-WaitProtocol

Stop-and-Wait:PseudoCode

 Senderside

 Receiverside
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Fig:3.20Stop-and-Wait:FlowDiagram

Noisychannelprotocols:stopandwaitARQNoisy

Channel:

 Realistic

Errorcanandwillhappen,Requireerrorcontrol

 Mechanisms:

1. Stop-and-WaitARQ

2.Go-Back-NARQ

3.SelectiveRepeatARQ

1. Stop-and-WaitAutomaticRepeatRequest:

ThefollowingtransitionmayoccurinStop-and-WaitARQ:
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 Thesendermaintainsatimeoutcounter.Whenaframeissent,thesenderstartsthetimeout

counter.

 Ifacknowledgementofframecomesintime,thesendertransmitsthenextframeinqueue.

 Ifacknowledgementdoesnotcomeintime,thesenderassumesthateithertheframeorits

acknowledgementislostintransit.Senderretransmitstheframeandstartsthetimeout

counter.

 Ifanegativeacknowledgementisreceived,thesenderretransmitstheframe.

 Senderkeepsacopyofsentframeuntilsuccessfuldeliveryisensured.

 Receiverrespondswithanackwhenitsuccessfullyreceivesaframe.

 Bothdataandackframesmustbenumbered.

SequenceNumbers

 Theprotocolspecifiesthatframesneedtobenumbered.Thisisdonebyusingsequence

numbers.Afieldisaddedtothedataframetoholdthesequencenumberofthatframe.One

importantconsiderationistherangeofthesequencenumbers.

Forexample,ifwedecidethatthefieldismbitslong,thesequencenumbersstart

from0,goto2m-1,andthenarerepeated.

AcknowledgmentNumber

 Theacknowledgmentnumbersalwaysannouncethesequencenumberofthenextframe

expectedbythereceiver.Forexample,ifframe0hasarrivedsafe,thereceiversendsan

ACKframewithacknowledgment1(meaningframe1isexpectednext).Ifframe1hasarrived

safe,thereceiversendsanACKframewithacknowledgment0(meaningframe0isexpected).

 InStop-and-WaitARQtheacknowledgmentnumberalwaysannouncesinmodulo-2arithmetic

thesequencenumberofthenextframeexpected.
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Fig:3.21Stop-and-WaitARQ

FlowDiagram:NormalOperation
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Fig:3.22FrameExchange

Pipelining

 ThereisnopipelininginStop-and-WaitARQbecauseweneedtowaitforaframetoreach

thedestinationandbeacknowledgedbeforethenextframecanbesent.However,pipelining

doesapplytoournexttwoprotocolsbecauseseveralframescanbesentbeforewereceivenews

aboutthepreviousframes.

 Pipeliningimprovestheefficiencyofthetransmissionifthenumberofbitsintransitionis

largewithrespecttothebandwidth-delayproduct.
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Go-Back-NAutomaticRepeatRequest:

 Inthisprotocolwecansendseveralframesbeforereceivingacknowledgments;wekeepacopy

oftheseframesuntiltheacknowledgmentsarrive.

 Theseframesmustbenumbereddifferently.FramenumbersarecalledSequencenumbers

 Framesmustbereceivedinthecorrectorder

 Ifaframeislost,thelostframeandallofthefollowingframesmustberetransmitted

SequenceNumbers

 Framesfromasendingstationarenumberedsequentially.However,becauseweneedto

includethesequencenumberofeachframeintheheader,weneedtosetalimit.

 Iftheheaderoftheframeallowsmbitsforthesequencenumber,thesequencenumbers

rangefrom0to2m-1.

 Forexample,ifmis4,theonlysequencenumbersare0through15inclusive.However,we

canrepeatthesequence.Sothesequencenumbersare

0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,0,1,2,3,4,5,6,7,8,9,10,11,...

Inotherwords,thesequencenumbersaremodulo-2m

SlidingWindow

Theslidingwindowisanabstractconceptthatdefinestherangeofsequencenumbersthatis

theconcernofthesenderandreceiver.Therangewhichistheconcernofthesenderiscalledthe

sendslidingwindow;therangethatistheconcernofthereceiveriscalledthereceiveslidingwindow.

Thesendwindowisanimaginaryboxcoveringthesequencenumbersofthedataframeswhich

canbeintransit.Ineachwindowposition,someofthesesequencenumbersdefinetheframesthat

havebeensent;othersdefinethosethatcanbesent.Themaximumsizeofthewindowis2m–1.

SendingWindow

 SendingmorethanoneframeatoncerequiressendertobuffermultipleframesKnownas

"sendingwindow".Anyoftheseframesinthewindowcanbelost.
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Fig:3.23SendingWindow

Sliding"Window”

 OncethefirstframesinthewindowisACKed.ACKedframesareremovedfromthebuffer.

Moreframesaretransmitted

 Result:Thewindowslidestotheright

Fig:3.24Thewindowslidestotheright

ReceivingWindow

Receiverexpectsoneframeatatime.

Fig:3.25ReceivingWindow

 Thesendwindowisanabstractconceptdefininganimaginaryboxofsize2m−1

withthreevariables:Sf,Sn,andSsize.

 Thereceivewindowisanabstractconceptdefininganimaginaryboxofsize1withone

singlevariableRn.Thewindowslideswhenacorrectframehasarrived;slidingoccurs

oneslotatatime.
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Fig:3.26Sendvs.ReceiveWindows

Timers

 Althoughtherecanbeatimerforeachframethatissent,inourprotocolweuseonlyone.

Thereasonisthatthetimerforthefirstoutstandingframealwaysexpiresfirst;we

sendalloutstandingframeswhenthistimerexpires.

Acknowledgment

 Thereceiversendsapositiveacknowledgmentifaframehasarrivedsafeandsoundandin

order.Ifaframeisdamagedorisreceivedoutoforder,thereceiverissilentandwill

discardallsubsequentframesuntilitreceivestheoneitisexpecting.

ResendingaFrame

 Whenthetimerexpires,thesenderresendsalloutstandingframes

Fig:3.27DesignofGo-Back-NARQ
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Go-Back-N:WindowSizes

 Form-bitsequencenumbers.Sendwindowsize:atmost2m

Upto2m-1framescanbesentwithoutACK

 Receivewindowsize:1

Framesmustbereceivedinorder

Go-Back-N:NormalOperation

Go-Back-N:LostFrame
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WindowsizeforGo-Back-NARQ

Fig:3.28FrameExchange

 InGo-Back-NARQ,thesizeofthesendwindowmustbelessthan2m;thesizeofthe

receiverwindowisalways1.

SelectiveRepeatAutomaticRepeatRequest:

 Fornoisylinks,thereisanothermechanismthatdoesnotresendNframeswhenjustone

frameisdamaged;onlythedamagedframeisresent.ThismechanismiscalledSelective

RepeatARQ.Itismoreefficientfornoisylinks,buttheprocessingatthereceiverismore

complex.

Windows

 TheSelectiveRepeatProtocolalsousestwowindows:asendwindowandareceivewindow.

 Senderandreceiversharewindowspaceequally

Form-bitsequencenumbers

 Sendwindow:upto2m-1

 Receivewindow:upto2m-1

Forexample,ifm=4,thesequencenumbersgofrom0to15,butthesizeofthewindowis

just8(itis15intheGo-Back-NProtocol).Thesmallerwindowsizemeansless
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efficiencyinfillingthepipe,butthefactthattherearefewerduplicateframescan

compensateforthis.

SendWindow

Fig:3.29SendWindow

ReceiveWindow

 TheSelectiveRepeatProtocolallowsasmanyframesasthesizeofthereceivewindowto

arriveoutoforderandbekeptuntilthereisasetofin-orderframestobedeliveredtothe

networklayer.Alltheframesinthesendframecanarriveoutoforderandbestoreduntil

theycanbedelivered.

Fig:3.30ReceiveWindow

WindowSizes

 Thesizeofthesenderandreceiverwindowsmustbeatmostonehalfof2m.

Foranexample,wechoosem=2,whichmeansthesizeofthewindowis2m/2,or2.Comparesa

windowsizeof2withawindowsizeof3.Ifthesizeofthewindowis2andallacknowledgmentsare

lost,thetimerforframe0expiresandframe0isresent.However,thewindowofthereceiveris

nowexpectingframe2,notframe0,sothisduplicateframeiscorrectlydiscarded.Whenthe
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sizeofthewindowis3andallacknowledgmentsarelost,thesendersendsaduplicateofframe

1.However,thistime,thewindowofthereceiverexpectstoreceiveframe0(0ispartofthe

window),soitacceptsframe0,notasaduplicate,butasthefirstframeinthenextcycle.Thisis

clearlyanerror.

DesignofSelectiveRepeatARQ

Fig:3.31DesignofSelectiveRepeatARQ
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Fig:3.32FrameExchange

NegativeACK

Usedbyreceivertoindicatemissingframe

Fig:3.33NegativeACK

HowSelectiveRepeatbehaves
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Fig:3.34FrameExchange

Piggybacking

Thethreeprotocolswediscussedinthissectionareallunidirectional:dataframesflowinonly

onedirectionalthoughcontrolinformationsuchasACKandNAKframescantravelintheother

direction.Inreallife,dataframesarenormallyflowinginbothdirections:fromnodeAtonode

BandfromnodeBtonodeA.Thismeansthatthecontrolinformationalsoneedstoflowinboth

directions.Atechniquecalledpiggybackingissuedtoimprovetheefficiencyofthebidirectional

protocols.

WhenaframeiscarryingdatafromAtoB,itcanalsocarrycontrolinformationaboutarrived

(orlost)framesfromB;whenaframeiscarryingdatafromBtoA,itcanalsocarrycontrol

informationaboutthearrived(orlost)framesfromA.

DesignofpiggybackinginGo-Back-NARQ
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Fig:3.35DesignofpiggybackinginGo-Back-NARQ

 Animportantpointaboutpiggybackingisthatbothsitesmustusethesamealgorithm.This

algorithmiscomplicatedbecauseitneedstocombinetwoarrivaleventsintoone.

HDLCprotocol:Frameformats

High-LevelDataLinkControl(HDLC):

 High-levelDataLinkControl(HDLC)isabit-orientedprotocolforcommunicationoverpoint-

to-pointandmultipointlinks.

 HDLCisasynchronousDataLinklayerbit-orientedprotocoldevelopedbytheInternational

OrganizationforStandardization(ISO).

 HDLCprovidesbothconnection-orientedandconnectionlessservice.

 HDLCdefinesaLayer2framingstructurethatallowsforflowcontrolanderrorcontrol

throughtheuseofacknowledgments.

 ItimplementstheARQmechanisms.

ConfigurationsandTransferModes:

 HDLCprovidestwocommontransfermodesthatcanbeusedindifferentconfigurations:

Normalresponsemode(NRM)and

Asynchronousbalancedmode(ABM).
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NormalResponseMode:

 Innormalresponsemode(NRM),thestationconfigurationisunbalanced.Wehaveoneprimary

stationandmultiplesecondarystations.Aprimarystationcansendcommands;asecondary

stationcanonlyrespond.TheNRMisusedforbothpoint-to-pointandmultiple-pointlinks

Fig:3.36NormalResponseMode

AsynchronousBalancedMode:

 Inasynchronousbalancedmode(ABM),theconfigurationisbalanced.Thelinkispoint-to-

point,andeachstationcanfunctionasaprimaryandasecondary(actingaspeers).

Fig:3.37AsynchronousBalancedMode
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HDLCdefinesthreetypesofframes:

2.Informationframes:(I-frames)

3.Supervisoryframes(S-frames)

4.Unnumberedframes(U-frames)

 Eachtypeofframeservesasanenvelopeforthetransmissionofadifferenttypeofmessage.

 I-framesareusedtotransportuserdataandcontrolinformationrelatingtouserdata

(piggybacking).

 S-framesareusedonlytotransportcontrolinformation.

 U-framesarereservedforsystemmanagement.InformationcarriedbyU-framesisintended

formanagingthelinkitself.

FrameFormat

 EachframeinHDLCmaycontainuptosixfields,abeginningflagfield,anaddressfield,a

controlfield,aninformationfield,aframechecksequence(FCS)field,andanendingflag

field.Inmultiple-frametransmissions,theendingflagofoneframecanserveasthe

beginningflagofthenextframe

Fig:3.38HDLCFrameFormat

Fields

 Flagfield.TheflagfieldofanHDLCframeisan8-bitsequencewiththebitpattern01111110

thatidentifiesboththebeginningandtheendofaframeandservesasasynchronization

patternforthereceiver.
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 Addressfield.ThesecondfieldofanHDLCframecontainstheaddressofthesecondary

station.Ifaprimarystationcreatedtheframe,itcontainsatoaddress.Ifasecondary

createstheframe,itcontainsafromaddress.Anaddressfieldcanbe1byteorseveralbytes

long,dependingontheneedsofthenetwork.

Onebytecanidentifyupto128stations.Largernetworksrequiremultiple-byte

addressfields.Iftheaddressfieldisonly1byte,thelastbitisalwaysa1.Iftheaddressis

morethan1byte,allbytesbutthelastonewillendwith0;onlythelastwillendwith1.

Endingeachintermediatebytewith0indicatestothereceiverthattherearemoreaddress

bytestocome.

 Controlfield.Thecontrolfieldisa1or2-bytesegmentoftheframeusedforflowand

errorcontrol.

 Informationfield.Theinformationfieldcontainstheuser'sdatafromthenetworklayeror

managementinformation.Itslengthcanvaryfromonenetworktoanother.

 FCSfield.Theframechecksequence(FCS)istheHDLCerrordetectionfield.

ControlField

Thecontrolfielddeterminesthetypeofframeanddefinesitsfunctionality.

N(S)–Framesequencenumber,

N(R)–AcksequencenumberP/F

Poll(primarysecondary)

Final(secondaryprimary)

IFrames:

 I-framesaredesignedtocarryuserdatafromthenetworklayer.Inaddition,theycan

includeflowanderrorcontrolinformation(piggybacking)
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 Thefirstbitdefinesthetype.Ifthefirstbitofthecontrolfieldis0,thismeanstheframe

isanI-frame.

 Thenext3bits,calledN(S),definethesequencenumberoftheframe.Notethatwith3bits,

wecandefineasequencenumberbetweenand7;butintheextensionformat,inwhichthe

controlfieldis2bytes,thisfieldislarger.

 Thelast3bits,calledN(R),correspondtotheacknowledgmentnumberwhenpiggybackingis

used.

 ThesinglebitbetweenN(S)andN(R)iscalledtheP/Fbit.Ithasmeaningonlywhenitisset

(bit=1)andcanmeanpollorfinal.Itmeanspollwhentheframeissentbyaprimarystation

toasecondaryItmeansfinalwhentheframeissentbyasecondarytoaprimary.

SFrame:

 Supervisoryframesareusedforflowanderrorcontrolwheneverpiggybackingiseither

impossibleorinappropriate

 S-framesdonothaveinformationfields.

 Ifthefirst2bitsofthecontrolfieldis10,thismeanstheframeisanS-frame.

 Thelast3bits,calledN(R),correspondstotheacknowledgmentnumber(ACK)ornegative

acknowledgmentnumber(NAK)dependingonthetypeofS-frame.

 The2bitscalledcodeisusedtodefinethetypeofS-frameitself.With2bits,wecanhave

fourtypesofS-frames,asdescribedbelow:

Receiveready(RR).

Ifthevalueofthecodesubfieldis00,itisanRRS-frame.Thiskindofframe

acknowledgesthereceiptofasafeandsoundframeorgroupofframes.ThevalueN(R)fielddefines

theacknowledgmentnumber.

Receivenotready(RNR).

Ifthevalueofthecodesubfieldis10,itisanRNRS-frame.Itacknowledgesthereceiptof

aframeorgroupofframes,anditannouncesthatthereceiverisbusyandcannotreceivemore

frames.
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Reject(REJ).

Ifthevalueofthecodesubfieldis01,itisaREJS-frame.ThisisaNAKframe,Itisa

NAKthatcanbeusedinGo-Back-NARQtoimprovetheefficiencyoftheprocessbyinformingthe

sender,beforethesendertimeexpires,thatthelastframeislostordamaged.

Selectivereject(SREJ).

Ifthevalueofthecodesubfieldis11,itisanSREJS-frame.ThisisaNAKframeusedin

SelectiveRepeatARQ.NotethattheHDLCProtocolusesthetermselectiverejectinsteadofselective

repeat.ThevalueofN(R)isthenegativeacknowledgmentnumber.

 ThefifthfieldinthecontrolfieldistheP/Fbitasdiscussedbefore.

 Thenext3bits,calledN(R),correspondtotheACKorNAKvalue.

UFrames:

 Unnumberedframesareusedtoexchangesessionmanagementandcontrolinformationbetween

connecteddevices.

 UnlikeS-frames,U-framescontainaninformationfield,butoneusedforsystem

managementinformation,notuserdata.

 U-framecodesaredividedintotwosections:a2-bitprefixbeforetheP/Fbitanda3-bit

suffixaftertheP/Fbit.Together,thesetwosegments(5bits)canbeusedtocreateupto

32differenttypesofU-frames.
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ImplementingpiggybackinginHDLC

Fig:3.39Connection/Disconnection

 ItshowshowV-framescanbeusedforconnectionestablishmentandconnectionrelease.Node

Aasksforaconnectionwithasetasynchronousbalancedmode(SABM)frame;nodeBgivesa

positiveresponsewithanunnumberedacknowledgment(VA)frame.Afterthesetwo

exchanges,datacanbetransferredbetweenthetwonodes(notshowninthefigure).After

datatransfer,nodeAsendsaDISC(disconnect)frametoreleasetheconnection;itis

confirmedbynodeBrespondingwithaVA(unnumberedacknowledgment).

DataTransfer:WithoutErrorDataTransfer:WithError

Fig:3.40DataTransfer:WithoutErrorDataTransfer:WithError
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Pointtopointprotocol(PPP):framing,transitionphase

POINT-TO-POINTPROTOCOL:

Oneofthemostcommonprotocolsforpoint-to-pointaccessisthePoint-to-PointProtocol

(PPP).Today,millionsofInternetuserswhoneedtoconnecttheirhomecomputerstotheserverofan

InternetserviceproviderusePPP.Themajorityoftheseusershaveatraditionalmodem;theyare

connectedtotheInternetthroughatelephoneline,whichprovidestheservicesofthephysicallayer.

PPPisabyte-orientedprotocolusingbytestuffingwiththeescapebyte01111101.Asabyte-oriented

Protocol,theflaginPPPisabyteandneedstobeescapedwheneveritappearsinthedatasectionof

theframe.Theescapebyteis01111101,whichmeansthateverytimetheflaglikepatternappearsin

thedata,thisextrabyteisstuffedtotellthereceiverthatthenextbyteisnotaflag.

PPPprovidesseveralservices:

1.PPPdefinestheformatoftheframetobeexchangedbetweendevices.

2.PPPdefineshowtwodevicescannegotiatetheestablishmentofthelinkandtheexchangeofdata.

3.PPPdefineshownetworklayerdataareencapsulatedinthedatalinkframe.

4.PPPdefineshowtwodevicescanauthenticateeachother.

5.PPPprovidesmultiplenetworklayerservicessupportingavarietyofnetworklayerprotocols.

6.PPPprovidesconnectionsovermultiplelinks.

7.PPPprovidesnetworkaddressconfiguration.

Ontheotherhand,tokeepPPPsimple,severalservicesaremissing:

I.PPPdoesnotprovideflowcontrol.

2.PPPhasaverysimplemechanismforerrorcontrol.ACRCfieldisusedtodetecterrors.Ifthe

frameiscorrupted,itissilentlydiscarded;

3.PPPdoesnotprovideasophisticatedaddressingmechanismtohandleframesinamultipoint

configuration.

Framing:

PPPisabyte-orientedprotocol.
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Fig:3.41PPPFrameformat

 Flagfield:FlagfieldmarksthebeginningandendofthePPPframe.Flagbyteis01111110.

(1byte).

 Addressfield:Thisfieldisof1byteandisalways11111111.Thisaddressisthebroadcast

addressi.e.allthestationsacceptthisframe.

 Controlfield:Thisfieldisalsoof1byte.ThisfieldusestheformatoftheU-frame

(unnumbered)inHDLC.Thevalueisalways00000011toshowthattheframedoesnotcontain

anysequencenumbersandthereisnoflowcontrolorerrorcontrol.

 Protocolfield:Thisfieldspecifiesthekindofpacketinthedatafieldi.e.whatisbeing

carriedinpayload(data)field.

 Payloadfield:Itslengthisvariable.IfthelengthisnotnegotiatedusingLCPduringlineset

up,adefaultlengthof1500bytesisused.Itcarriesuserdataorotherinformation.

 FCSfield:Theframecheckssequence.Itiseitherof2bytesor4bytes.Itcontainsthe

checksum.

Note:PPPisabyte-orientedprotocolusingbytestuffingwiththeescapebyte01111101.

TransitionPhasesinPPP

ThePPPconnectiongoesthroughdifferentstates.

Fig:3.42TransitionPhasesinPPP
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 Dead:Indeadphasethelinkisnotused.Thereisnoactivecarrierandthelineisquiet.

 Establish:Connectiongoesintothisphasewhenoneofthenodesstartcommunication.Inthis

phase,twopartiesnegotiatetheoptions.Ifnegotiationissuccessful,thesystemgoesinto

authenticationphaseordirectlytonetworkingphase.LCPpacketsareusedforthispurpose.

 Authenticate:Howeveriftheydecidetoproceedwithauthentication,theysendseveral

authenticationpackets.Iftheresultissuccessful,theconnectiongoestothenetworking

phase;otherwise,itgoestotheterminationphase.

 Network:Innetworkphase,negotiationforthenetworklayerprotocolstakesplace.PPP

specifiesthattwonodesestablishanetworklayeragreementbeforedataatthenetwork

layercanbeexchanged.

 Open:Inthisphase,datatransfertakesplace.Theconnectionremainsinthisphaseuntilone

oftheendpointswantstoendtheconnection.

 Terminate:Inthisphaseconnectionisterminated.
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